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Industrial Security Program Overview  

▼ SPAWAR SSC Atlantic Industrial Security Program 

▼ Security requirements for Unclassified Contracts 

▼ DD Form 254 - DoD Contract Security Classification Form  

▼ Facility Clearance (FCL) Sponsorship 

▼ Collateral v SCI Contract Requirements 
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Types of Security Classification of Contracts 

▼ OPTION A: 

 Unclassified 

 

▼ OPTION B: 

 Classified  

− DoD Contract Security Classification Form (DD Form 254) 
provides security requirements and classification guidance for 
contractors that will require access to classified information 

− NOTE: Unclassified work can still be performed on a classified 
contract 
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Unclassified Contract Requirements 

▼ OPTION A: 

 Unclassified 

− All work performed under this contract 
including any subsequent task orders, 
if applicable, is unclassified.  

− A facility security clearance (FCL) is 
not required therefore DD Form 254 is 
not required.   

Statement A: Approved for public release; distribution is unlimited (07 September 2016). 

− All sensitive government information will be safeguarded per 
DoDM 5200.01, Information Security Program, Volume 4, 
Controlled Unclassified Information. 



5 

Unclassified Contract Requirements 

▼ Fitness Determinations 

 When a contractor requires access to government 
installations/facilities, government IT systems / assets, or SSC 
Atlantic information a “No Access” T3 Investigation will be 
initiated in support of the contract. 

 When a contractor requires physical access only a NACI 
investigation will be initiated.  

 

▼ ONLY the government entity can initiate a Fitness 
Determination. 
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Fitness Determinations (No Access Investigation) 

▼ If the contractor has NOT had a previous 
investigation (or current investigation is out 
of scope) then SSC Atlantic will initiate one 
of the following investigations. 

Statement A: Approved for public release; distribution is unlimited (07 September 2016). 

▼ Investigation Types: 

 NACI  

− Physical Access to Government Facilities only – No IT access 

− SF85 

 T3 *No Access*  

− Physical and/or Logical Access Required – IT2 

− SF86 
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Clearance/Vetting Requirements  

▼ Personnel supporting unclassified work but requiring 
government credentials will have background 
investigations initiated by SSC Atlantic 

 FSO has no responsibility for profile in JPAS 

 SSC Atlantic will own the fitness determination profile in JPAS 

▼ Personnel supporting classified work at the collateral Top 
Secret or Secret level will have security clearances 
maintained by Industry Partner. 

 FSO will “own” account profile in JPAS 

 SSC Atlantic will “service” account profile in JPAS 
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http://www.public.navy.mil/spawar/Atlantic/Pages/Contractor-Forms-and-Initial-Training.aspx 
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Cybersecurity Work Force (CSWF) /  
Privilege User Support 

▼ For contractors who are part of the CSWF, it may be 
necessary for the government to upgrade security 
clearances to favorable SSBI for IT-I duties 

 Government will initiate investigation but only service profiles for 
personnel on SECRET task orders  

 Once adjudicated, the SECRET access will be based on the new 
favorable SSBI and will be maintained by FSO 

 Periodic reinvestigations will be done every 5 yrs by the 
government for IT-I privileged access 

▼ IT-I requirements alone will not require a DD-254 
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Performance Work Statement (PWS) 

▼ PERSONNEL 

 Prior to any labor hours being charged on contract, 
the contractor shall ensure all personnel (including 
administrative and subcontractor personnel) have 
obtained and can maintain favorable background 
investigations at the appropriate level(s) for access 
required for the task order, and if applicable, are 

Statement A: Approved for public release; distribution is unlimited (07 September 2016). 

 certified/credentialed for the Cybersecurity Workforce (CSWF).   

 A favorable background determination is determined by either a National 
Agency Check with Inquiries (NACI), Tier 3 (T3), or Single Scope Background 
Investigation (SSBI) and favorable Federal Bureau of Investigation (FBI) 
fingerprint checks.   

 Investigations are not necessarily required for personnel performing 
unclassified work who do not require access to government 
installations/facilities, government IT systems and SSC Atlantic 
information. 
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Classified (DD Form 254 required) 

▼ OPTION A: 

 Unclassified 

▼ OPTION B: 

 Classified (DD Form 254 required at contract 
award)  

− The industrial entity shall have at the time of 
contract award and prior to commencement 
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− of classified work, a SECRET or TOP SECRET or TOP 
SECRET with Sensitive Compartment Information (SCI) facility 
security clearance. 

− Industrial entity will initiate ALL investigations for personnel on 
classified contracts who require access to classified 
information or material. 
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Federal Acquisition Regulation (FAR)  

▼ Subpart 4.4—Safeguarding Classified Information Within 
Industry 
− Agencies covered by the NISP shall use the Contract Security 

Classification Specification, DD Form 254 

Statement A: Approved for public release; distribution is unlimited (07 September 2016). 
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Background Investigations: Classified 
Access Required 

▼ Security Clearance: a formal determination that a person 
meets the personnel security eligibility standards and is 
eligible for access to classified information. Three main 
factors contribute to security access 
− Non-disclosure Agreement (NdA) or (SF-312)  

− Eligibility and  

− Need to Know.  
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Facility Clearance (FCL)  

▼ Must be sponsored by: 

  Government Agency  

 Cleared Contract Facility (sub-contractors) 

▼ Approval is granted by Defense Security Service (DSS) 

 Facility Clearance Branch processes based on procurement need 
and monitors contractors continued eligibly in the NISP. 

 http://www.dss.mil/isp/fac_clear/fac_clear.html 

▼ Upon award of contract, SPAWAR SSC Atlantic will 
provide sponsorship letter at the Secret or Top Secret 
FCL 

 Allow 30-90 days (est.) 

 Interim FCLs are accepted to begin classified work 
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Processing of Contracts Requiring 
SCI/Special Access 

▼ Processed through SPAWAR COR/CRM and SPAWAR 
Special Security Office (SSO) 

 Average  processing time is approximately 45-90 days. 

▼ Sub Contacts 

 3 tier subcontracting not approved 

 All approved subcontractors must be identified in the awarded 
contract 

▼ SPAWAR Atlantic Special Security Office (SSO) Point of 
Contact 

 Inez Streuber 

− (843) 218-4447 

− Inez.streuber@navy.mil 
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Contracts Requiring Sensitive Compartment 
Information Facility (SCIF) Access 

▼What constitutes “SCI Access” 

 Access to Sensitive Compartmented Information 

− Annotated by marking “Yes” in DD 254 box 10 (e) 

▼What constitutes “Special Access”? 

 Access to Special Access Information 

− Annotated by marking “Yes” in DD 254 box 10 (f) 

 Access to Sensitive Compartmented Information 

− Annotated by marking “Yes” in DD 254 box 10 (e) 
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Helpful Hints 

▼ SAAR-N 5239/14 – this is an OPNAV form we cannot alter 

 The Date block following all digital signatures is required.  It 
cannot be completed after the form is digitally signed. 

  Block 14. Verification of Need to Know – please check this box.  
This is a common error and will require rework on both ends 

▼ Access & CAC application 5512/3 

 This is a new form that combines the old 5512/3 Access App and 
5512/4 CAC App. 

 If SPAWAR building access is required, the initial badge will be for 
common areas only – building 3147, Z133 for example.  If lab 
access is required, the lab manager must approve 

Statement A: Approved for public release; distribution is unlimited (07 September 2016). 

http://www.public.navy.mil/spawar/Atlantic/Pages/Contractor- Forms-and-Initial-Training.aspx 
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Questions? 

 Jessica Whitworth, Command Security Manager - 83300 

− jessica.whitworth@navy.mil  

 843-218-5254 
 

 Becky New, Personnel/Industrial Security Specialist - 83300 

− rebecca.new@navy.mil 

 843-218-5831 
 

 Katie Westover, Personnel/Industrial Security Specialist - 83300 

− katelyn.westover@navy.mil 

 843-218-3733 
 

 Inez Streuber, Personnel/Industrial Security Specialist (SCI) - 87100 

− inez.streuber@navy.mil 

 843-218-4447 
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